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Executive summary

As part of Task 4.1, the BIO-STREAMS Information Management System (IMS) represents a
critical runtime component of BIO-STREAMS which serves as a central data aggregation and
guery-processing service that enables access to clinical and synthetic data across participating
hospital Node Bundles.

The IMS has been successfully implemented as a FastAPl-based [1] microservice that
provides standardized query interfaces to hospital node bundles deployed across multiple
European healthcare institutions. Through the Node Gateway component, the IMS currently
integrates with 7 active hospital nodes, enabling dashboard users to query and aggregate
clinical data through a unified API, while maintaining proper logging.

Key achievements include the successful containerization and deployment of the IMS to the
project's development environment through automated CI/CD pipelines, establishing network
connectivity between the IMS and hospital node bundles via the node-gateway infrastructure.
Real-world integration testing has validated the complete data flow from IMS through node-
gateway to individual hospital node bundles, demonstrating the system's capability to process
clinical queries across distributed healthcare environments. The implementation employs
environment-specific configuration management allowing seamless deployment across
different environments (for example: development / production).

This first release establishes a core infrastructure / network component for the BIO-STREAMS
biobank, contributing to the technical foundation of the querying mechanism used within the
project.
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Abbreviations

API Application Programming Interface

Cl/CD Continuous Integration / Continuous Deployment
IMS Information Management System

P Internet Protocol

SSH Secure Shell

TCP Transmission Control Protocol

URL Uniform Resource Locator
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1  System Architecture

The IMS operates as a central data aggregation and query-processing component within the
broader BIO-STREAMS platform architecture. As illustrated in Figure 1, the IMS serves as a
critical component that facilitates data querying and data flow between hospital Node Bundles
and the main user-facing application of the project, the Dashboard.
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Figure 1 — BIOSTREAMS Architecture from D5.1

1.1 Integration Points
The IMS interfaces with multiple system components through well-defined APIs:

e Node Gateway Integration: The IMS receives clinical data from hospital node bundles
through the node-gateway component, which aggregates data from the distributed
hospital environments.

e User Interface Connectivity: The IMS provides data to the Dashboard, enabling project
users to query and download clinical information through standardized interfaces.

e Synthetic Data: The IMS also requests data created by the Synthetic Data Generator
component, supporting the platform's Al-driven capabilities.

e Security Monitoring Service: The IMS integrates with the Security Monitoring Service
for comprehensive security oversight.

1.2 Data Flow Architecture

The system implements a distributed data processing model where:

1. Hospital Node Bundles collect and store clinical data locally
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2. The Node Gateway establishes and maintains secure SSH connections to the Node
Bundles and provides the only way to request data from them

3. The IMS processes queries coming from the Dashboard, routes relative queries to the
hospital Node Bundles via the Node Gateway defined in the initial query, gathers the
individual results and responds with a unified collection of data.

4. Dashboard consumes the aggregated data from IMS.

1.3 Source Code

The source code of the IMS component can be found under the GitHub [6] Organization of the
BIO-STREAMS project in the following link: https://github.com/bio-streams-eu-project/ims
(currently as a “private” repository) together with the relative guidelines for setting it up in a
local environment for development purposes.

[a] https://github.com/bio-streams-eu-project/ims

0 README 4

IMS

BIO-STREAMS Information Management System.

A FastAPl-based system that aggregates data from multiple hospital node bundles through authenticated queries.
L Setup guidelines

For canvenience we use make , but you can always take a look at the actual commands in our Makefile .

Python ¢

(More suitable for local development) The steps below will help you prepare your virtual environment ( .venv ) and then
run the FastAPI app. In case you need to change any configuration parameters, they are located in the .env file.

make venv # creates a Python virtual environment inside the "app” directory =
make install # installs Python dependencies from the requirements.txt file
make dotenv # copies .env.example to .env (4 you might need to modify .env)
Run...
make run-dev # runs the FastAPI application in development mode =]
Docker )

(Run the FastAPI app inside a container). This can be used for development too, by using make do-run-dev which spins-
up the container with the appropriate veolume setup and "hot-reload" enabled.

make dotenv # the .env file is needed with docker too =]
make do-build # builds an ims image

make do-run # creates and runs an ims container

make do-run-dev  # runs with hot-reload for development

make do-logs # displays the logs

Figure 2 — README file of the IMS repository
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1.4 Deployment Architecture

The IMS is deployed as a containerized microservice within the BIO-STREAMS platform,
currently operating and being tested in the development environment with planned expansion
to production deployment. In Figure 3, part of our Portainer [7] dashboard is being shown,
depicting the development environment and some of the deployed services.

€ > C w6 i . 2u/#|/4/dockert Al @ -
Upgrade s tion Containers
portainer.io Container fist @ 2 @ & 1gogos v
© Containers a search D:
Name 4 State  Fiter ¥V Quick Actions  Stack Image Created IP Address Published Ports.
ebaat [ running | MO & fiebeat docker.elastic.cojbeats/filebeat:8.17.3 2025-10-07 14:27:34  172380.2
SO & hesrtveat 2025-08-21 143848 1722204
s DO & imspeojoct hab 2025-10-23 187945 192168.429 -
TC N — 2025-10-23 187844 1021884213 1425014250 (1426514268
e | B0~ € imspiject olali 2025-10-23 187044 192168.4204  Caaraay
B0~ &  keycioak 2025-04-1515:5115 1722202 Cazsrscan
@O @ keycosk  postgresid 0250414133235 172.2203
UM running J ] &  tmastack  ha latest  2025-10-2417:15:22 192188428
BO. & mastack harbo 202510-24 171522 192168424 -
tma-biostreams-grafana [ running ] DO @ tma-stack 2025-04-0921:4812  192168.42.3
BOM & tmostack matomoistest 2025102135274 102188425 -
tmati o 8 @  tmorstack  dock 2025-04-09 214812 192168.4210 0803308
ow version ave — a tma-stack  harb reams-nodegatewaylatest  2025-10-24 17522 1921684211 -
sostreams-prometheus (D DO @ tmastack  harborbio-sireams.euftmafima-biostreams-prometheus 2025-04-09 1435656 192168427 -
1ma-lostreams-seq [ running | GO @  tma-sack  docksriofdatslust/seq:2024.3 2025-08-25 171530 192166426

Figure 3 — running IMS containers inside the Development environment

1.5 Node Bundles configuration

The listed Node Bundles below are pre-configured to a file that is being loaded every time the
IMS service is bootstrapping:

Node Hospital Name Country Base URL

Bundle ID

UKCM University Clinical Centre Slovenia http://nodegateway.dev.bio-
Maribor streams.eu:10001/

NKUA National and Kapodistrian Greece http://nodegateway.dev.bio-
University of Athens streams.eu:10003/

Kl Karolinska Institute Sweden http://nodegateway.dev.bio-
streams.eu:10005/
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VHIR Val d'Hebron Research Spain http://nodegateway.dev.bio-
Institute streams.eu:10009/

PENTELI Penteli General Children's Greece http://nodegateway.dev.bio-
Hospital streams.eu:10013/

test Node Bundle used for - http://193.2.20.29:8050

development / testing

Table 1 — List of Node Bundles configured within the IMS service
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2 Technical implementation

2.1 FastAPI Application

The IMS is built on FastAPI [1], providing a modern, high-performance web framework for
Python [4]. The application implements a centralized query processing mechanism that
aggregates data from multiple hospital Node Bundles through authenticated API calls.

2.1.1 Core Functionality and Query Mechanism
The system implements a distributed query processing model where:

e Query Distribution: The IMS receives query requests and distributes them to active
hospital node bundles based on a configuration parameter included in the query

e Data Aggregation: Responses from individual hospitals are collected, merged, and
returned as a unified dataset

e Asynchronous Processing: Queries are processed concurrently using Python's asyncio
framework, enabling efficient handling of multiple hospital requests simultaneously

e Error Handling: The system implements comprehensive error handling for network
failures, authentication issues, and data validation errors

2.1.2 Request/Response Handling and Logging
The application implements structured logging throughout the request lifecycle:

e Request Logging: Each incoming query is logged with a unique request ID, requester
information, and query parameters

e Hospital Response Tracking: Individual hospital responses are logged with
success/failure status and response times

e Performance Metrics: Query execution times and data volume metrics are captured for
monitoring and optimization

e Error Logging: Detailed error information is logged for troubleshooting and system
maintenance

2.2 APl Endpoints

2.2.1 Basic Endpoints

The system provides fundamental endpoints designed for microservice integration and health
monitoring. The root endpoint (GET /) returns a simple "Hello" message, serving as a basic
connectivity test for other microservices that need to verify IMS availability. The health endpoint
(GET /hea’lth) provides essential system status information including status and uptime in
seconds, with plans for future expansion to include additional operational metrics such as
hospital connectivity system performance indicators.
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HTTP verb /endpoint Functionality

GET / Returns a “Hello” message

GET /health Returns app status and uptime

Table 2 — IMS Basic endpoints

2.2.2 Hospital Information Endpoints:

The hospital management endpoints are designed to support other services that need to
interact with the IMS for data querying. In BIO-STREAMS this is particularly about the
Dashboard component. Since the IMS bootstraps with a configuration that includes all
available hospitals, any service or component that wants to send queries to the IMS must first
retrieve the list of available hospitals and their identifiers. The GET /hospitals endpoint
provides this essential information, returning the list of configured hospitals with their public
details (no sensitive information is returned), enabling client services to determine which
hospital IDs they can include in their query requests.

The GET /hospitals/{hospital_1id} endpoint provides detailed information about a
specific hospital, included for APl completeness and to support services that need detailed
hospital metadata for their query planning.

HTTP verb /endpoint Functionality

GET /hospitals Returns list of configured hospitals in IMS

GET /hospitals/{hospital_1id} Returns specific hospital details

Table 3 — IMS Hospital information endpoints

2.2.3 Query Processing Endpoints:

The POST /queries/ endpoint serves as the primary interface for data retrieval, enabling
client services to query clinical and synthetic data across multiple hospital Node Bundles. The
endpoint accepts query requests that specify target hospitals, query parameters, and data
requirements, then processes these requests by distributing them to the appropriate hospitals
and aggregating the responses. Current performance testing has shown query response times
for requesting all the available data at around 15 seconds, making the current synchronous
approach acceptable for most use cases.

The POST /queries/jobs and GET /queries/jobs/{job_1id} endpoints represent a
work-in-progress backup approach designed for scenarios where query processing times
exceed acceptable limits for synchronous requests. This asynchronous job processing system
would enable the IMS to handle complex queries that require extended processing times,
returning results minutes after the initial request rather than requiring clients to wait for the
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entire processing duration. However, given the current performance characteristics, the
system continues to rely on the simpler synchronous approach for query processing.

HTTP verb /endpoint Functionality

POST /queries/ Main query endpoint for clinical and synthetic data
retrieval
POST /queries/jobs Asynchronous job creation (future implementation)

GET /queries/jobs/{job_1id} Job status checking to be used for “polling” (future
implementation)

Table 4 — IMS Query-processing endpoints
Example query payload:

The query payload combines requirements from both the IMS and the underlying Node Bundle
abstraction. The query and fields parameters are required by the Node Bundles and define
the specific data retrieval criteria and response format. The IMS requires the hospital_1ids
array to determine which hospital nodes should receive the query request, while the
data_type field specifies whether to request "clinical" or "synthetic" data (with
synthetic data generation currently in development). Additional helper fields include
requester_1id and requester_name for logging and audit purposes, enabling the IMS to
track which services are making requests and maintain comprehensive request logs.

{
"hospital_1ids": ["UKCM", "NKUA"],
"query": {
"VS": {
"$elemMatch": {
"VSTEST": "Systolic Blood Pressure",
"VSORRES": { "$gte": 130 }
}
}

b
"fields": {"USUBJID": 1, "VS": 1},

"data_type": "clinical",
"requester_1id": "dashboard-service",
"requester_name": "Main Dashboard"

}

2.2.4 APl documentation:

FastAPl [1] automatically generates comprehensive OpenAPI [8] documentation for all
endpoints, providing interactive Swagger Ul [9] pages (see Figure 4) that enable developers
to explore API capabilities, test endpoints directly, and understand request/response schemas.
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The generated documentation includes detailed parameter descriptions, example payloads,
and response models, facilitating integration with client services and providing a self-
documenting API interface.

& O @ | @ localhost:8000/docs A ) v 8

IMS AP| €0 @5

lopenapi.json

OpenAPl documentation for  BIO-STREAMS Information Management System

API for the £ BIO-STREAMS Information Management System

root ~

= v
‘ /health Getthe service status AV ‘

fget—items Getltems A4
hospitals ~
‘ /hospitals List Hospitals ' ‘
‘. /hospitals/{hospital_id} GetHospital e ‘
queries ~

‘ POST /queries/ Run Query A ‘
‘ /queries/jobs ListJobs AV ‘

‘. /queries/jobs Create Job N ‘
‘. /queries/jobs/{job_id} Get.Job Status AV ‘
lm /queries/jobs/{job_id} Delete .Job A \
‘. /queries/jobs/{job_id}/result GetJob Result a4 ‘

Figure 4 — IMS OpenAPI documentation (Swagger Ul)

2.2.5 Authentication and Security Implementation
The system implements a multi-layered security approach:

e Network Isolation: Node Bundles are not exposed to the outside world. The Node
Gateway maintains persistent SSH connections to each Node Bundle, creating an SSH-
tunnel approach where the IMS can only access Node Bundles through the Node
Gateway. Since the IMS and Node Gateway are co-hosted containers within the same
trusted environment, their communication is considered secure and reliable.

e Hospital Authentication: On top of the Network isolation, each hospital Node Bundle
requires username/password authentication for APl access and IMS requests data
through protected endpoints.
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Token Management: To optimize performance authentication tokens are generated and
cached and if they expire IMS automatically requests new ones

Request Validation: All incoming requests are validated against defined schemas with
Pydantic [2] to prevent malformed queries

2.3 Configuration Management

2.3.1 Modern Container Configuration Strategy

In today's containerized microservices architecture, flexible configuration management is
critical for successful deployment and operations. The IMS implements a hybrid configuration
approach that combines multiple strategies to address different operational needs:

Environment Variables and CI/CD Integration:

Jenkins Pipeline Integration: Environment variables are set within Jenkins [Error!
Reference source not found.] pipelines and injected into containers during deployment,
enabling automated environment-specific configuration

Container Runtime Configuration: The system leverages Docker [10] environment
variables to configure application behaviour at runtime, eliminating the need for container
rebuilds when configuration changes

Developer Workflow Support: Local development is facilitated through .env files that
developers can customize without affecting shared configuration

File-Based Configuration:

Hospital Configuration Files: The system uses JSON configuration files
(hospitals.local.json & hospitals.dev.json) to preload hospital-specific
settings, credentials, and connection parameters during its bootstrap process.

Environment-Specific Files: Different configuration files are maintained for different
environments, ensuring proper separation between development and production settings

2.3.2 Bootstrap Process and Startup Logging

The application implements comprehensive startup logging for debugging and monitoring:

Environment Detection: Startup logs display the detected environment and configuration
file path

Hospital Loading: The system logs the loading process for each hospital configuration
Validation Results: Startup logs confirm successful loading of all hospital configurations

Error Handling: Configuration errors are logged with detailed error messages to facilitate
troubleshooting
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Importing the FastAPI app object from the module with the following
code:

from app.main import app

Logs:

Using import string: app.main:app

Server started at http://0.0.0.0:8000
Documentation at http://0.0.0.0:8000/docs

Started server process [1]
error:Started server process [1]
Waiting for application startup.

uvicorn.error:Waiting for application startup.

rapp.
:app.
:app.
rapp.
:app.
:app.
rapp.
:app.
:app.
rapp.
:app.
:app.

INFO

utils.
utils.
utils.
utils.
utils.
utils.
utils.
utils.
utils.
utils.
utils.
utils.

hospitals_loader:

hospitals_loader
hospitals_loade:

hospitals_loader:
hospitals_loader:
hospitals_loader:
loader:

hospitals,

hospitals_loader:
hospitals_loader:
hospitals_loader:
hospitals_loader:
hospitals_loader:
fastapi-logger: # Application startup complete — 9 hospitals loaded

Loading hospitals configuration for environment: local

: [ Using environment-specific config file: /code/app/data/hospitals.local.json

:Successfully loaded 9 hospitals:

— UKCM: University Clinical Centre Maribor (ACTIVE) - http://nodegateway.dev.bio-streams.eu:10001/
NKUA: National and Kapodistrian University of Athens (ACTIVE) - http://nodegateway.dev.bio-streams.eu:10003/
KI: Karolinska Institute (ACTIVE) - http://nodegateway.dev.bio-streams.eu:10005/

BLOCKS: Blocks Health and Social Care EOOD (ACTIVE) — http://nodegateway.dev.bio-streams.eu:10007/
VHIR: Val d'Hebron Research Institute (INACTIVE) - http://nodegateway.dev.bio-streams.eu:10009/
CHUL: University Hospital of Liege (ACTIVE) - http://nodegateway.dev.bio-streams.eu:10011/

PENTELI: Penteli General Children's Hospital CACTIVE) - http://nodegateway .dev.bio—streams.eu:10013/
CITIZEN: Citizen Node Bundle (ACTIVE) - http://nodegateway.dev.bio-streams.eu:10015/

test: Test Hospital (ACTIVE) - http://193.2.20.29:8050/

Application startup complete.

Figure 5 — Console logs of IMS bootstrap process

2.3.3 Environment-Specific Configuration Files

The system employs environment-specific configuration management:

Local Development Environment: Uses hospitals.local. json with development

URLSs and test credentials

Development Environment: Uses hospitals.dev. json with container-based URLs

as accessing the Node Gateway takes place directly on the same host

Environment Detection: The system automatically detects the deployment environment

through the ENVIRONMENT variable

Configuration Validation: All hospital configurations are validated against Pydantic [22]

models to ensure data integrity
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3 Deployment and Operations

3.1 Repository and Version Control

The IMS source code is maintained in a Git [5] repository following standard version control
practices. The repository structure encompasses the core FastAPI [1] application code
organized in a modular structure within the app/ directory, environment-specific configuration
files stored in app/data/ and the current test suite located in app/tests/ for validation and
integration testing. Additionally, the repository includes Jenkins [Error! Reference source not
found.] pipeline definitions in the jenkins/ directory for automated deployment and technical
documentation for deployment guides.

3.2 CI/CD Pipelines

The system implements a comprehensive CI/CD pipeline architecture consisting of four distinct
Jenkins pipelines that manage the complete lifecycle of the IMS deployment:

< & @ & httpsy/jenkins.bio-streams.eufjob/ims/ A ) oTE

@ tgogos v [3 log out

Dashboard IMS.

@ stotus E IMS

@ Configure
Folder name: ims

New ltem
+ ¢/ Add description

@] Delete Folder

Al ar
& Build History
® Project Relationship s w Name | Last Success Last Failure Last Duration
= ,
@ Check File Fingerprint ® (auta) build-push SdaysOhr #45 9days 6 hr  #31 9.3 sec >
< Move

@ (manual) deploy ims service S5daysOhr #13 9days4 hr  #2 8.9 sec >
/ Rename

@ (manual) stop-remove ims service SdaysOhr #19 12 days #1 6 sec >
El Credentials

@ test-deployed-ims SdaysOhr #1 N/A 3 min 11 sec >
Build Queue ~
Mo builds in the queue,

lcom: S M L
Build Executor Status v
(2 dev-server 073
() prod-server 073
P

3.2.1 Build and Push Pipeline:

The build pipeline compiles the Docker [10] image from source code and pushes it to the
Harbor registry. This pipeline handles the complete build process, including dependency
installation, application packaging, and image optimization, while ensuring that the built image
is properly tagged and stored in the Harbor registry for subsequent deployments.

3.2.2 Deploy Pipeline:

The deployment pipeline retrieves the latest image from the Harbor registry and deploys the
complete IMS container composition to the target environment. This pipeline orchestrates the
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multi-service deployment using Docker Compose, configures environment variables, and
verifies successful deployment through container status checks and health monitoring.

3.2.3 Kill Deployment Pipeline:

The kill deployment pipeline provides clean removal of the IMS container composition,
ensuring proper cleanup of resources and preventing orphaned containers. This pipeline is
essential for maintenance operations, environment resets, and ensuring clean deployment
states.

3.2.4 Test Pipeline:

The testing pipeline runs comprehensive validation tests against an already running IMS
instance, providing validation of system functionality. This pipeline verifies running container
status, validates actual hospital connectivity and authentication though Node Gateway, tests
query processing across multiple hospitals, and validates the environment configurations to
ensure system reliability.

& G @ O https/jenkins.bio-streams.eu/job/ims/job/(auto)%20build-push/

Dashboard IMS (auto) build-push

B staws ) (auto) build-push
<f> Changes
Full project name: ims/(auto) build-push

[> Build Now

@ confous Stage View

@ Delete Pipeline _ N .
Declarative: Print Branch Declarative:

Build_Docker | Push_I
& Mowe Checkout SCM Name b g L ush-image Post Actions

Average stage times: 1s 166ms 9s 4z 2z

Q Full Stage View
(Average full run time: ~20s) -

€) GitHub
oct23 ‘ 1s 158ms 1s 35 385ms
g Stages 18:30

I Rename

e e 60ms 39s 10s
@ Pipeline Syntax 18:16

D GitHub Hook Log =

Oct 23 1s 177ms 1s 3s 380ms
18:12

Builds LU

Q Filter / o2 1s 187ms s 155
18:07

October 23, 2025

® #sa 330°M v oct23 m 15 178ms 1s 537ms 1s
© =53 316°M v 1883 4
i
@ #52 3n2PM v )
® =51 307PM v o<t 1s 154ms 1s 559ms 1s
18:02
® =50 2:050Mm v failed]

Figure 6 — Example of a Jenkins page for the “Build & Push” pipeline

3.3 Container Deployment

3.3.1 Docker Configuration

The IMS is containerized using Docker [10] with a configuration optimized for performance and
security. The Dockerfile utilizes Python 3.12-s1im as the base image for optimized

Co-funded by

the European Union Page 20 of 26 © 2023-2025 BIO-STREAMS




BIO-STREAMS Project - D4.1: Biobank IMS Q( BIO-STREAMS

container size and includes essential system dependencies such as curl, jq, and bc for
testing and monitoring capabilities. The configuration implements automated Python
dependency installation and application setup while maintaining security through non-root user
execution and minimal attack surface.

The Docker Compose configuration enables multi-service deployment including the IMS,
OpenTelemetry [12] collector, and Jaeger for comprehensive observability. The configuration
integrates with the Traefik [11] network for external access, implements proper volume
management for configuration file mounting and log persistence, and includes container health
monitoring with restart policies for reliable operation.

3.3.2 Environment Variable Management

The container deployment implements comprehensive environment variable management to
provide flexible and secure configuration. The system uses the ENVIRONMENT variable to
determine configuration file selection, while managing service configuration including database
connections, API endpoints, and service discovery. Security settings encompass
authentication tokens, encryption keys, and access controls, while monitoring configuration
covers logging levels, metrics collection, and observability settings.

This approach provides deployment flexibility through environment-specific variable sets for
development, staging, and production environments. The system implements secure handling
of sensitive configuration data and supports runtime configuration changes without container
rebuilds, while maintaining environment variable validation and error handling for operational
reliability.
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4  Testing and Validation

4.1 Test Suite

The IMS implements a comprehensive test suite designed to validate system functionality
across multiple dimensions. The testing framework encompasses authentication validation,
query performance assessment, and environment-specific testing to ensure reliable operation
in different deployment scenarios.

Authentication Testing: forms a critical component of the test suite, validating the
connectivity and authentication mechanisms with hospital node bundles. The authentication
tests verify that the IMS can successfully establish connections with all active hospital nodes,
authenticate using the configured credentials, and retrieve bearer tokens for subsequent API
calls. These tests are designed to fail gracefully when hospital nodes are unavailable, providing
clear feedback on connectivity issues and enabling troubleshooting of authentication problems.

root@i6163f86ecl3: /code/app/testst# ./test_auth.sh
Testing authentication with active hospitals...

Authentication test completed!

Figure 7 — Authentication testing of active hospitals

Query Performance Testing: evaluates the system's ability to process queries efficiently
across multiple hospital nodes. The test suite includes progressive testing scenarios that begin
with single hospital queries and gradually increase complexity by testing combinations of
multiple hospitals. This approach provides insights into query performance characteristics,
response times, and system scalability under varying load conditions. The performance tests
measure query execution times, data volume processing capabilities, and system
responsiveness to help identify potential bottlenecks and optimization opportunities.
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root@d6163f86ecl3: /code/app/teststt ./test_queries_all_data.sh
Testing query performance with progressive hospital combinations...

Found 8 active hospitals: UKCM NKUA KI BLOCKS CHUL PENTELI CITIZEN test

[UKCM] 30.449497878s
[NKUA] 10.732194508s
[KI] 14.896289572s
[BLOCKS] 2.434681483s
[CHUL] 5.289186720s
[PENTELI] 3.009619301s
[CITIZEN] 1.477433940s
[test] 2.582793969s

[UKCM,NKUA] 10.060458095s

[UKCM, NKUA,KI] 17.556915209s

[UKCM, NKUA, KI,BLOCKS] 16.865629779s

[UKCM, NKUA, KI,BLOCKS,CHUL] 17.806831827s

[UKCM, NKUA, KI,BLOCKS, CHUL ,PENTELI] 18.591565689s

[UKCM, NKUA, KI,BLOCKS, CHUL ,PENTELI,CITIZEN] 20.467841197s
[UKCM, NKUA, KI,BLOCKS, CHUL ,PENTELI,CITIZEN, test] 18.756688987s

Query performance test completed!
root@Y6163f86ecl3: /code/app/testst |}

Figure 8 — Requesting all available data for Hospital Node Bundles (big response times)

root@46163f86ecl3:/code/app/teststh ./test_queries_sbp.sh
Testing query performance with progressive hospital combinations...

Found 8 active hospitals: UKCM NKUA KI BLOCKS CHUL PENTELI CITIZEN test

[UKCM] 1.323888408s
[NKUA] .134863457s
[KI] .530539472s
[BLOCKS] .u4089930742s
[CHUL] .491829909s
[PENTELI] .137771491s
[CITIZEN] .570955350s
[test] .294133556s

[UKCM,NKUA] .809354785s

[UKCM,NKUA,KI] .982335406s

[UKCM,NKUA, KI,BLOCKS] .798349081s

[UKCM,NKUA,KI,BLOCKS,CHUL] 1.191832761s

[UKCM, NKUA, KI,BLOCKS,CHUL,PENTELI] .990822084s

[UKCM, NKUA, KI,BLOCKS,CHUL,PENTELI,CITIZEN] 1.246856383s
[UKCM, NKUA, KI,BLOCKS,CHUL ,PENTELI,CITIZEN, test] 1.46660684ls

Query performance test completed!
root@46163f86ecl3: /code/app/testst |j

Figure 9 — Requesting records with Blood Pressure above specific threshold (small response times)
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Environment-Specific Testing: ensures that the system operates correctly across different
deployment environments. The test suite is planned to be used to validate both local
development configurations and production environment settings, testing the system's ability
to automatically select appropriate configuration files based on environment variables. This
testing approach verifies that the IMS can seamlessly transition between local, development
and production environments while maintaining consistent functionality and performance
characteristics.

4.2 Integration Testing

The previously presented Test Suite practically provides a comprehensive testing of the IMS's
ability to communicate over the distributed network of the various hospital Node Bundles
through the node-gateway component. The integration tests validate the complete data flow
from the IMS through the node-gateway to individual hospital Node Bundles, ensuring that
network connectivity, authentication, and data transmission function correctly across this
distributed system architecture. These tests verify that the IMS can successfully establish
connections with hospital nodes, authenticate requests, and receive responses within
acceptable timeframes.

Furthermore, this end-to-end query-processing testing validates the complete query lifecycle
from initial request to final response delivery. The integration tests simulate real-world query
scenarios, testing the system's ability to receive query requests, distribute them to appropriate
hospital nodes, aggregate responses, and deliver unified results to the Dashboard. This testing
approach helps us ensure that the IMS can handle complex queries involving multiple
hospitals, manage concurrent requests efficiently, and provide reliable data aggregation
services for the broader BIO-STREAMS platform.

The integration testing framework also validates error handling and recovery mechanisms,
ensuring that the system can gracefully handle network failures, authentication errors, and
data validation issues while maintaining service availability and providing meaningful error
responses to client applications.
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5 Current Status and Future Development

5.1 Implemented Features

The IMS has successfully achieved its core objectives as a central data aggregation and query
processing platform for the BIO-STREAMS project. The system currently provides a fully
functional FastAPI-based microservice that enables seamless querying of clinical data across
multiple hospital node bundles. The implementation includes comprehensive hospital
management capabilities, allowing administrators to configure and monitor hospital
connections through standardized API endpoints.

The system has successfully implemented environment-specific configuration management,
enabling seamless deployment across development and production environments. The
containerized deployment architecture provides reliable, scalable operations with automated
CI/CD pipelines that ensure consistent deployment processes. The testing framework provides
comprehensive validation of system functionality, including authentication testing, query
performance assessment, and integration testing across different deployment scenarios.

The IMS currently integrates with seven active hospital nodes across European healthcare
institutions, demonstrating the system's ability to handle distributed data sources effectively.
The implementation includes robust error handling, comprehensive logging, and performance
monitoring capabilities that support operational reliability and troubleshooting.

5.2 Long-running queries

While the current implementation provides a solid foundation for the BIO-STREAMS biobank,
limitations might arise as development, testing and actual use of the platform takes place. The
system currently focuses on clinical data querying (with synthetic data generation capabilities
planned for future implementation) and copes well with the type of queries / amount of data
being exchanged. If these parameters change, the asynchronous job processing system for
long-running queries (which is not yet implemented) will come into play, enabling the system
to handle complex queries that require extended processing times.

5.3 Planned Improvements

Future development will focus on addressing the identified limitations and expanding the
system's capabilities based on project requirements and user feedback. The next phase will
include implementation of synthetic data generation endpoints, enabling the system to provide
both clinical and synthetic data through unified query interfaces. Asynchronous job processing
capabilities will be developed to support complex queries and long-running data processing
tasks.

The system will be enhanced with improved data transformation capabilities to support more
flexible data processing and integration. The planned improvements will also include enhanced
monitoring and observability capabilities, providing better insights into system performance
and operational metrics. These enhancements will support the system's evolution from a
development prototype to a more production-ready platform capable of supporting the needs
of the relative BIO-STREAMS users.
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