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Executive summary

As part of Work Package 5, the BIO-STREAMS Platform Beta represents the first integrated
demonstrator of the BIO-STREAMS platform, providing a functional prototype that validates
the overall system architecture, deployment approach, and initial component integration.

The platform enables secure and controlled access to distributed clinical data across multiple
European healthcare institutions. Its architecture combines central platform services with
hospital-side deployments, allowing data to remain within institutional boundaries while being
accessed through a unified querying mechanism.

The current beta version includes the deployment and integration of core infrastructure
services, such as reverse proxy and authentication mechanisms, as well as key application
components including the Dashboard, Active Health application, Node Gateway, and the
Information Management System (IMS). Through this setup, the platform supports end-to-end
data flow, where data requests are processed centrally and executed across distributed
hospital environments, with backend querying capabilities validated and user-facing interaction
mechanisms under ongoing development. In parallel, the platform also exposes user-facing
services and engagement tools, including the Serious Games suite, supporting the execution
of pilot activities across different stakeholder groups.

A key aspect of the platform is the use of the Node Gateway component to establish secure
connectivity with hospital Node Bundles, overcoming typical network restrictions such as
firewalls and NAT configurations. On top of this connectivity layer, the IMS provides data
aggregation and query-processing capabilities, enabling unified access to clinical data across
multiple sites.

The platform is deployed using a container-based architecture supported by automated CI/CD
pipelines, ensuring reproducibility and consistent deployment across environments. Initial
validation confirms the successful integration of core components and the operational
readiness of the platform in a development setting.

This beta release establishes a solid foundation for the BIO-STREAMS platform,
demonstrating the feasibility of its distributed approach and preparing the ground for further
integration, extended functionality, and full system validation in the final release.
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1 Introduction

The present deliverable, D5.3 - BIO-STREAMS Platform Beta, provides a concise overview of
the current state of the BIO-STREAMS platform. As a DEM (Demonstrator) type deliverable,
its objective is to document the availability of a functional platform prototype, highlighting its
main components, deployment approach, and integration status.

The BIO-STREAMS platform aims to enable secure and controlled access to distributed
clinical and synthetic data across multiple European healthcare institutions. At this stage, a
beta version of the platform has been established, integrating core infrastructure services,
application-layer components, and initial data-access mechanisms.

This document focuses on presenting the current operational setup of the platform, including
its deployment workflow and the interaction between its main components. Detailed technical
descriptions, extended testing results, and full system validation will be provided in the final
version of the platform deliverables.

Co-funded by
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2

Platform Overview

The BIO-STREAMS platform follows a distributed architecture designed to support secure data
access and processing across multiple stakeholders, including healthcare institutions,
researchers, and application services. The overall system integrates central platform services
with distributed hospital-side components, enabling a unified data access layer while
respecting institutional boundaries.

The high-level architecture of the platform is illustrated in Figure 1, where the main system
components and their interactions are presented.

The platform consists of the following key components:

Dashboard and Application Services:

User-facing components such as the Dashboard and the Active Health application provide
access to platform functionalities.

Node Bundles (Hospital-side components):

Deployed within hospital environments, Node Bundles are responsible for storing and
managing clinical data locally. These components operate within protected institutional
networks and are not directly exposed to external systems.

Node Gateway:

The Node Gateway acts as the communication bridge between the central platform and
the distributed Node Bundles. It enables controlled and secure connectivity to hospital
environments, overcoming network restrictions such as firewalls and NAT configurations.

Information Management System (IMS):

The IMS is a central microservice responsible for processing and aggregating data
queries. It distributes requests to the appropriate hospital nodes via the Node Gateway
and returns unified results to the requester. This component plays a key role in enabling
cross-site data access within the platform.

Al Tools and Supporting Services:

The platform includes additional components such as synthetic data generators and
analytical tools, supporting advanced data processing and decision-making capabilities.

Core Infrastructure Services:

Supporting services include authentication with Keycloak [1], reverse-proxying and routing
with Traefik [2], observability with Prometheus [3] and Grafana [4], centralized logging with
Seq [5] and analytics with Matomo [6]. These components ensure secure access,
monitoring, and operational reliability.

Overall, the platform implements a modular and containerized architecture, where individual
components are deployed as independent services and integrated through well-defined
interfaces.
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Figure 1: BIO-STREAMS architecture diagram from D5.1
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3 Demonstrator Scope

The BIO-STREAMS Platform Beta represents an initial integrated version of the platform,
focusing on the availability and interaction of its core components. As a demonstrator, this
version aims to validate the overall architecture, deployment approach, and basic data flow
across the system.

At the current stage, the following elements are included in the platform beta. Most core
components have been implemented and integrated, while selected functionalities remain
under development and planned for subsequent releases.

e Core infrastructure services, including reverse proxy, secure access, and authentication
mechanisms, enabling controlled exposure of platform services.

e Central platform services, such as the Dashboard, Active Health application, Node
Gateway, and supporting backend services, deployed and accessible through the platform
environment.

e Querying capabilities, enabled through the integration of the Information Management
System (IMS) with multiple hospital Node Bundles.

e Distributed connectivity with hospital environments, achieved through the Node
Gateway component, allowing communication with Node Bundles deployed within
protected institutional networks.

e Monitoring and observability tools, providing basic metrics collection, logging, and
system visibility.

Within this context, the Dashboard acts as the central user-facing entry point of the platform,
providing stakeholders with access to data, study management functionalities, and system
monitoring capabilities across the integrated services. The current beta version demonstrates
multiple end-to-end data flows across the platform components. In the case of biobank data
requests, these are processed through the IMS and routed to distributed hospital nodes.
Results are then aggregated and returned, validating the underlying backend functionality. The
data access and integration mechanisms have been successfully established, forming a solid
foundation for further extension, while user-facing querying functionalities will be enhanced in
subsequent platform iterations.

At the same time, the platform remains under active development. The following aspects are
either partially implemented or planned for future releases:

e Extended integration of all project components, as some components are still in the
process of being onboarded or fully integrated.

e Advanced data processing capabilities, including full support for synthetic data
generation and more complex query handling mechanisms.

¢ Enhanced performance and scalability features, particularly for long-running or high-
volume queries.

e Comprehensive testing and validation coverage, including large-scale and production-
level scenarios.

Overall, the BIO-STREAMS Platform Beta serves as a functional prototype, demonstrating the
feasibility of the platform architecture and its ability to support distributed data access across
multiple stakeholders, while setting the foundation for the final system release.

In addition to data access and processing capabilities, the BIO-STREAMS Platform Beta
supports user-facing services that are essential for the execution of the project’s pilot activities.
These include the Dashboard, which serves as the main interface for healthcare professionals
and researchers, the Active Health application targeting end-users, and the Serious Games
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suite accessible through the platform marketplace. Together, these components demonstrate
the platform’s ability to support multiple stakeholder interactions, extending beyond data
retrieval to real-world usage scenarios in clinical and pilot environments.

E}?:;T;e[;‘e:x Union Page 13 of 24 © 2023-2025 BIO-STREAMS




BIO-STREAMS Project - D5.3 Bio-Streams Platform Beta @ BIO-STREAMS

4 Deployment & Demonstration Setup

The deployment of the BIO-STREAMS Platform Beta follows a structured and automated
approach based on containerized services and CI/CD [7] pipelines. The platform is deployed
across dedicated environments (e.g., development and production), ensuring flexibility and
reproducibility of the setup.

The deployment process is organized in a sequence of stages, reflecting dependencies
between infrastructure and application components.

4.1 Deployment Strategy

The platform relies on automated pipelines to deploy and manage its services with Docker [8]
containers. Each major group of components is deployed through dedicated pipelines,
ensuring consistency and controlled rollout of the platform.

Container images are retrieved from both public repositories (e.g., Docker Hub [9]) and the
project’s private container registry (a Harbor [10] instance) and are deployed as part of multi-
service compositions with Docker Compose [11].

The deployment process is executed through a set of automated pipelines corresponding to
infrastructure, platform services, and integration components.

4.2 Core Infrastructure Deployment

The initial step in the deployment process involves the setup of core infrastructure services,
which provide the foundation for the rest of the platform.

This includes:

¢ Reverse Proxy and Routing (Traefik):
A reverse proxy service is deployed to manage incoming traffic, route requests to the
appropriate services, and handle HTTPS termination. Service exposure is centrally
controlled through this component.

¢ Authentication and Access Control (Keycloak):
A centralized authentication service is deployed to manage user identities and secure
access to platform components. This service is integrated with user-facing applications
and backend services.

These components also establish the necessary container networking configuration, enabling
communication between services and defining the platform’s exposure model. An overview of
the infrastructure deployment pipelines is presented in Figure 2.
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Figure 2: Jenkins - view of the core infrastructure services deployment-pipelines

4.3 Platform Services Deployment

Following the infrastructure setup, the main platform services are deployed. These include
both application-layer components and supporting services.

Key deployed services include:

e Dashboard and Active Health applications, providing user-facing interfaces.

e Node Gateway, enabling connectivity with distributed hospital Node Bundles.

e Database services, supporting platform data storage.

e Analytics and monitoring tools, such as metrics collection and logging services.

e Additional supporting services, including connectivity and system management
components.

All services are deployed as containerized applications and integrated through the shared
networking layer, with external access managed through the reverse proxy. The deployment
pipelines for the main platform services are illustrated in Figure 3.
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Figure 3: Jenkins - view of the main platform services deployment-pipelines

4.4 IMS Deployment and Data Integration

The Information Management System (IMS) is deployed as a containerized microservice within
the platform environment and plays a central role in enabling data access across distributed
hospital nodes.

The IMS integrates with:

¢ Node Gateway, which provides the communication channel to hospital Node Bundles.

e User-facing applications, such as the Dashboard, which is expected to integrate
querying functionalities and interact with the IMS. At the current stage, the IMS has been
validated through backend-level integration, with user-facing query interaction planned for
subsequent platform iterations.

Due to the constraints of hospital environments (e.g., NAT and firewall restrictions), direct
access to Node Bundles is not possible. The Node Gateway establishes and maintains the
required connectivity, enabling the IMS to route queries and retrieve data from distributed
nodes.

Through this setup, the platform supports a distributed data access model, where queries are
processed centrally but executed across multiple hospital environments. The IMS has been
successfully integrated with multiple hospital Node Bundles through the Node Gateway,
enabling validated end-to-end data flow across distributed environments.
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4.5 Environments and Configuration

The current CI/CD setup supports 2 deployment environments, one for development and one
production, with environment-specific configurations. The 3™ one appearing in Figure 5 and
Figure 6 is the environment that hosts the actual CI/CD services and is accessible only by
administrators.

Service configuration is managed through environment variables and deployment pipelines,
allowing services to adapt to different environments without requiring modifications to the
underlying container images.

This approach ensures:

e consistent deployment across environments
o flexibility in configuration management
e separation between development and production setups
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Figure 5: Jenkins view - environments (Nodes) used
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5 Source Code & Platform Access

The BIO-STREAMS Platform Beta is supported by a set of repositories and deployed services
that enable both development and demonstration of the platform components.

5.1 Source Code Repositories

The source code of the main platform components is maintained under the BIO-STREAMS
GitHub [12] organization. The repositories listed in this section include both source code and
deployment-related artefacts of the BIO-STREAMS platform. Certain components provide full
implementation source code, while other repositories focus on deployment, configuration, and
orchestration aspects (e.g., container definitions, environment variables, configuration details,
CI/CD pipelines). Together, these repositories enable the integration, deployment, and
operation of the platform across environments.

Component /| Repository Description

Scope

Core https://github.com/bio- Contains configuration and deployment artifacts

infrastructure streams-eu- related to core infrastructure components,

services project/sphynx- including reverse proxy and authentication
services services

Platform https://github.com/bio- Includes the main platform services such as

services streams-eu- Dashboard, Active Health application, Node

project/tma-services = Gateway, and supporting backend components

Information https://github.com/bio- Contains the implementation of the IMS

Management streams-eu- component, responsible for distributed query

System services project/ims processing and data aggregation across hospital
nodes

Table 1 — Main platform component repositories

These repositories follow standard version control practices and support collaborative
development across the consortium partners.

5.2 Platform Access Points

The BIO-STREAMS Platform Beta is accessible through a set of web-based entry points
corresponding to its main services and components. These access points can be grouped into
user-facing applications and supporting platform services.

User-facing services:

e Dashboard: https://dashboard.bio-streams.eu/

e Active Health application: https://activehealth.bio-streams.eu/

e Serious Games (Marketplace): https://marketplace.bio-streams.eu/

- f.?.;".;:ﬂf,f'e';'x Union Page 19 of 24 © 2023-2025 BIO-STREAMS


https://github.com/bio-streams-eu-project/sphynx-services
https://github.com/bio-streams-eu-project/sphynx-services
https://github.com/bio-streams-eu-project/sphynx-services
https://github.com/bio-streams-eu-project/sphynx-services
https://github.com/bio-streams-eu-project/tma-services
https://github.com/bio-streams-eu-project/tma-services
https://github.com/bio-streams-eu-project/tma-services
https://github.com/bio-streams-eu-project/ims
https://github.com/bio-streams-eu-project/ims
https://github.com/bio-streams-eu-project/ims
https://dashboard.bio-streams.eu/
https://activehealth.bio-streams.eu/
https://marketplace.bio-streams.eu/

BIO-STREAMS Project - D5.3 Bio-Streams Platform Beta @ BIO-STREAMS

The marketplace provides access to multiple serious games developed within the project,
targeting user engagement and behavioral interventions.

Core platform services:

e Authentication (Keycloak): https://auth.bio-streams.eu/

Operational and monitoring services:

e Analytics (Matomo): https://analytics.bio-streams.eu/

e Metrics monitoring (Grafana): https://metrics.bio-streams.eu/

e Logging service: https://logs.bio-streams.eu/

Supporting services (optional / under evaluation):

e Localization platform (Weblate [13]): https://localization.bio-streams.eu/

Some internal components, such as the Node Gateway, are not publicly exposed, as they are
used for secure communication with hospital-side deployments.

5.3 CI/CD & Infrastructure Services

The BIO-STREAMS Platform Beta is supported by a set of infrastructure and DevOps services
that enable automated deployment, secure access, and operational monitoring of the platform.

The platform follows a container-based deployment approach, where individual components
are packaged as container images and deployed through CI/CD pipelines. As illustrated in
Figures 2, 3 and 4, the deployment and operation of the platform services are performed
through a controlled and automated process with Jenkins. Pipelines are used to orchestrate
the build and deployment of the application components, providing clear visibility into execution
status, success/failure states and deployment history across environments. In parallel,
Portainer offers an operational view of the deployed services (see Figure 7), allowing
monitoring of running containers, environments, and system status. Together, these tools
support a transparent and manageable deployment lifecycle, ensuring consistency across
environments and facilitating maintenance and troubleshooting activities.

This CI/CD workflow supports the full lifecycle of platform services, including build processes,
container image management, automated deployment, and validation steps. This approach
reduces manual intervention and enables the reliable and continuous integration of platform
components.

In addition to deployment automation, the platform integrates operational services that support
its day-to-day functioning. These include authentication and access control mechanisms,
analytics services for user interaction monitoring, as well as observability tools for metrics
collection and log aggregation. Together, these services provide the necessary foundation for
maintaining platform reliability, monitoring performance, and supporting debugging and
maintenance activities.

This combination of CI/CD practices and operational tooling ensures that the BIO-STREAMS
platform can evolve continuously while maintaining stability across its distributed components.
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Figure 7: Portainer snapshot of platform services running on the Production environment
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6 Conclusions & Next Steps

The BIO-STREAMS Platform Beta demonstrates the successful deployment and initial
integration of the platform’s core components, providing a functional prototype that validates
the overall system architecture and deployment approach.

At this stage, the platform supports:

e deployment of core infrastructure services

e integration of central platform components

e connectivity with distributed hospital Node Bundles

e initial data querying and aggregation through the IMS component

The current implementation confirms the feasibility of the platform’s distributed architecture,
particularly in enabling secure communication with hospital environments through the Node
Gateway and supporting centralized query processing via the IMS.

While the beta version establishes a solid foundation, further work is required to reach the final
platform release. Future efforts will focus on:

e completing the integration of all project components

e introduction of user-facing interfaces for advanced querying and data exploration through
the IMS

e enhancing data processing capabilities, including full support for synthetic data
e improving performance and scalability

e extending testing and validation activities under more realistic operational conditions

refining user-facing functionalities and overall system usability

The final version of the platform will build upon the current beta implementation, providing a
more complete, robust, and fully validated system aligned with the project objectives.
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